Usage Scenarios and Examples

Example 1: One to One Private Communications

Bill and Ted are ready to start making plans for their next Excellent Adventure. Knowing that their
email discussions could be intercepted and easily read, they use the Magic Cipher Shared Secret
Generator with it's Strength Meter to create a Shared Secret they can use together.

They type their discussions into Magic Cipher and email the contents as encrypted text directly from
within Magic Cipher. They are now secure in the knowledge that no-one can obtain access to their
plans and attempt to put a spanner in the works!

Example 2: One to Many Private Communications

Bill and Ted decide they want to involve the Historical Babes in some of their plans, but not all. The
four of them agree a Shared Secret and now Bill and Ted can communicate between themselves
using their own Shared Secret and if they wish to include the Historical Babes they use the second
Shared Secret previously agreed between the four of them.

Example 3: One to Many Private Communications over a Public Medium

Frodo is setting off on his next adventure and as is the fashion nowadays he wants to update the
world with his travels via an online blog. With his new Macbook Pro this will be easy enough,
however there is certain information he wishes only to be read and understood by Merry and Pippin
who are holding the fort for him back in Hobbiton.

Before he sets off the three of them agree on a Shared Secret and as Frodo updates the world via his
blog he uses Magic Cipher to append an encrypted entry on the end of his posts, in a separate
paragraph, knowing that the world can see but not read or understand his instructions, which are only
for the eyes of Merry and Pippin. Frodo uses the built in Virtual Keyboard to add a little bit of extra
security to his posts.
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Example 4: The Benefits of Cross Platform

Unfortunately, small, slim and gorgeous though it is, the Macbook Pro is just a little bit too big - and
let’'s face it, expensive - to take across Middle Earth, what with the danger from the Orcs and other
dark forces.

At the last minute Frodo decides to switch to a small Linux notebook which he obtained free of
charge with his mobile broadband card. Luckily Magic Cipher works as well on Linux as it does on
macOS or Windows, so Frodo has no need to change his plans, or his choice of encryption software.

Example 5: Magic Cipher, Not Just for Men

While Frodo is off on his travels his wife, feeling lonely, takes a lover. Knowing that the local
Hobbiton ISP takes quite an interest in emails to and from the villagers, they both use Magic Cipher
to arrange their rendezvous. Even hobbits need loving.

Besides it was rather selfish of Frodo to disappear like that for months at a time - and who knows
what he got up to with Sam on that epic journey?

Example 6: A Picture is Worth a Thousand Words ...

Sat on his sofa safe back at home several months after his epic journey to Mordor, Frodo dreams of
his next challenge. With Sam on board, who now lives several miles away in Bree, Frodo and Sam
use the Steganography features of Magic Cipher to enable them to swap ideas and plans which they
have hidden in pictures which they upload to their Facebook pages.

With no evidence that their pictures are anything more than rather boring pictures of Sams garden or
Frodos wine collection, nobody has any clue that there is another adventure being planned. In fact
nobody has any reason to suspect Sam and Frodo are even in communication regularly. Problem
Solved!
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